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VIA ELECTRONIC FILING \

Ms. Kimberly D. Bose

Secretary

Federal Energy Regulatory Commission
888 First Street, N.E.

Washington, DC 20426

Re: NERC Full Notice of Penalty regardidgidentified Registered Entity
FERC Docket NblP16- -000

Dear Ms. Bose:

NERC is filindnts Notice of Penaltyith information and details regarding the nature and resolution

of the violations! with the Commission becaugReliabilityFirst CorporatiotReliabilityFirst andURE

have entered into &ettlement Agreementp resolve all outstanding issues arising from

ReliabilityFirsdRa RSGSNXAYF G A2y dJoiNEREIR ReRabifFaiidarlst GA 2 | G A 2

According to the Settlement AgreemertREstipulates to the facts included in the Settlement
Agreement anchdmitsthat thesefacts may constituteviolations UREhas agreed to the assessed
penalty ofone million seven hundred thousamtbllars ($1,700,000 in addition to other remedies and
actions to mitigate the instant violations and facilitate future compliance under the terms and
conditions of the Settlement Agreement.

Statement of Findings Underlying the Violatien
This Notice of Penalty incorporates the findings and justifications set forth in the Settlement

Agreement by and betweeReliabilityFirsand URE The details of the findings and basis for the
penalty are set forth in the Settlement Agreement and heréihis Notice of Penalty filing contains the

IC2NJ LJzN1LJ2aSa 2F GKA&a R20dzySyiasz SIHOK @Aaz2flGdAaAz2y G AaadzsS A
and whether it was a possible, alleged confirmed violation.
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basis for approval of the Settlement Agreement by the NERC Board of Trustees Compliance Committee

(NERC BOTCC).
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*SR = SelReport / SC = Selfertification / CA = Compliance Audit / SPC = S
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2T B)MERC 2YYA&aah
provides the following summary table identifying each violation of a Reliability Standard resolved by
the Settlement Agreement.

pot Check / Cl = Compliance Investigation

Discovery
NERC Viotion ID Standard Req Method* Risk | Penalty Amount
Date
RFC2014014245 CIR002-3 R3 CA Moderate
Serious
RFC2014014014 CIR0031 R6 SR
RFC2014014251 CIR0043 R2 Moderate | $1,700,000
CA .
RFC2014014252 CIR004-3 R2.1 Serious
RFC2014014253 CIR004-3 R3.3
RFC2013013197 CIR004-3a R4.2 SR
Moderate
RFC2014013447 CIR004-3a R4.2 SR
RFC2014013997 CIR004-3a R4.2 SR
RFC2014013623 CIR0051 R1.5 SR Serious
RFC2014014015 CIR005-3a R1.5 SR Minimal
RFC2014014207 CIR005-3 R1.6 CA Serious
RFC2015015300 CIR005-3a R1
RFC2014014410 CIR006-3c R1 SR Minimal
RFC2014014011 CIR006-1 R1.1 SR Moderate
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Discovery
NERC Viotion ID Standard Req Method* Risk | Penalty Amount
Date
RFC2014014208 CIR006-3a R1.8 CA Moderate
$1,700,000
RFC2015015143 CIR006-3a R1 SR
RFC2014014209 CIR006-3a R5 CA
RFC2013013198 CIR006-3c R5 SR
RFC2014014211 CIR007-3a R1.3 CA
RFC2014013998 CIR007-1 R2 SR
Serious
RFC2014013626 CIR007-1 R3 SR
R3, R3.1,
RFC2014014262 CIR007-3a R3.2 SR
RFC2014014114 CIR007-3a R3.2
RFC2014014012 CIR007-3a R4 SR
RFC2014014215 CIR007-3a R5.1.2 Minimal
R5.2,
RFC2014014216 CIR007-1 R5.2 3
Serious
R5.3; CA
R5.3.1,
RFC2014014257 CIR007-3a R5.3.2
R5.3.3
RFC2014014238 CIR007-3a R9
Moderate
RFC2014014239 CIR008-3 R1.6 CA
RFC2014014240 CIR009-3 R1
Serious
RFC2014014241 CIR009-3 R2
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Discovery
NERC Viotion ID Standard Req Method* Risk | Penalty Amount
Date
RFC2015015301 CIR009-3 R2
RFC2014014013 CIR0091 R4 SR $1,700,000
RFC2015015302 CIR009-3 R4 Serious
RFC2014014242 CIR009-3 R5 CA
RFC2015015303 CIR009-3 R5

Background
Duringa Compliance Audit and subsequent enfemtent process, ReliabilityFirdetermined thatURE

had serious, systemic security and compliance issues doRE3 & Y dufisindss dinits. Additionally,
multiple violations were repeats of primiolations. Some of the most significant violations invalve
patching and physicalecurity. For example, regarding patching under-00H-3a R3JURHKlIid not
patchits energy managemnt system EMS after it completed its mitigation plan for the same
violation identified duringa previous CIP Compliancadit. In another example, regarding physical
security,URHEiscovered that thre Physical Security Perimeter (lP88&ors to a cental controlroom
had been tampered with, presumably by emypdes, thus preventing the dooflom latching securely.
URR Qa Y2aid NBsedigng its PePiodeGradien an employe worked eight shifts despite
''w9 NB @21 Ay 3 phydicSiacesyfhifafiré 5 S@@ete annualequalification training.Of
the 36violations, ReliabilityFirst determined that 2iblationsposed a serious and substantial risk to
the reliability of theBulk Power System (BR$) posed a moderateask to the relidility of theBP$

and the remainingt posed a minimal risk to theeliability of the BB. ReliabilityFirst considered the risk
and harm posed by theolations to the reliability of the BS in the aggregate and determined that
theseviolations collectivel posed a serious and substantial risk to thkability of the BBS.

The root causes of these violations were cultural issues that resultg®@n Y I y I 3SYSy (i Qa
awareness, engagement, and accountability for CIP compliance. MoréiRerfailedto identify its
CIP issues, arelen after identification, failed to proptly address the CIP issues. RéRelayed

submitting Mitigation Plans, was late in completing many of its Mitigation Plans, and failed to complete

four Mitigation Plans, which res@lt in ReliabilityFirst requirindRE to prepare and submd new
Mitigation Plans.
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ReliabilityFirst notes that URE has recently agreed to work with ReliabilityFirst through at least the
second quarter of 2016 to holistically evaluate and work to imprtveulture and thus its overall
security posture and CIP Compliance Program. URE has committed to ReliabilityFirst that
improvements will include increased senior management involvement, reorganization, increased
resources, and significant process improents.

RFC2014014245IRP002-3 R3- OVERVIEW

ReliabilityFirstletermined thatUREdid notprovide sufficient evidence of identifyg programmable
relays as Cybekssets and URfailed to identify several Critical Assets correddyst, two switches
located at a backup control center welisted by UR as access points, but were actualical Cyber
Assets (CCAs) and not access points. Second, a server was identified by URE as a CCA, but based on
UR Q& Y Si K2 R hdvegen Mendfigdad@rRCCA.Third, a CCA listed dsRER list of CCAs
wasidentified during a site visitf the Compliance\udit, but was not included on YRQ & -audiNS
submission of identified Cyber Assets.addition, ReliabilityFirst determinedahURE did not progte
evidencedemonstrating an adequate evaluation of programmatgkys for CCA identificatiorlhis
determination was basd on a lack of information on YRQ & -auidiNsBomissionand subsequent lack
of clarity from subject matteexpert interviews on th samesubject.

ReliabilityFirstletermined that this violation posedraoderateand not serious or substantial risk to
the reliakility of the BPSNot developing a complete lists of CCAg@ased the risk that URE would
miss CCAs that were not on the list when implementing the security contddisexhibited a lack of
processes and procedures to enstine reliable identification ofhose devices that are criticaSuch
process and procedure gaps result in violatidmt ire likely to be repeatedThe risk was only
partially mitigated because not all of tltkevices were determined to be CCAs, arate therefore less
critical to security.

ReliabilityFirstetermined the duration of the violation to be from ttstart date of the Compliance
Audit period through whenUREcompleted its Mitigation Plan.

UREsubmitted itsMitigation PlandesignatedRFCMIT01142® address the referencediolations
w9 Qa aAlA3IlFGUREYWY t Iy NBI dzA NBR
1. reviseits process for annually reviewing, documenting, a@etermining whether
programmable relays for protective systems are GCAs

2. update and implemenits asset validation process to includalidating the classification of
each asset on the list of Cybers&ss and to include seview of the entire list of assets to verify
each asset has been classified and evaluatedectly, and
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3. design an internal prapecification for completing thAttachment C, which is an input to the
pre-audit process for Reliabiliirst.

UREcertifiedthat it had completed its Mitigation PlarandReliabilityFirsverified thatUREhad
completed all mitigation activities.

RFC2014014014 AGB31 R6- OVERVIEW

ReliabilityFirstletermined thatUREetainedan independent vendato perform a NERC CIP gap

analysis, which revealed that U2 & LINRP OS&aa T2 NJ NB I dzSfailédito/irRluddK I y 3 S 2
documentation of changes to firewall ruleset® addition, during the Compliance Audit,

ReliabiliyFirst discovered severaltwr instances of failure to establish change control or configuration
management.SpecificallylURE failed tca) establish configuration management for ggsneration

business unjtandb) provide evidence of a change control or configuratimenagement program for

its information technology services business umit.ooth cases|JRE stated that it had processes in

place, butURE did not provide adequatevidence of processes that would apply to devices randomly
selected for theCompliance Aud

ReliabilityFirstletermined that this violation posed a serious or substantial risk to the riétiabf the

BPS.; w 9fdldre to managdirewalls, a key primary defense for critical systems and operations,

increasel the riskof malicious actiity that could compromise the BR In addition,URD Q& 6 A RS & LINX
failure to implement change control and configtion management significantipcreasel the

likelihood of failing to restore CCAs in the event of critical failluastly, because the instarsef

violation were rooted in a lack of configuratiomnagement processes, the violatiomsre likely to

recuruntil mitigated

ReliabilityFirstetermined the duration of the violation to be from the datee Standard became
mandatory and enforceable, through whé&iREcompleted its Mitigation Plan.

URE submitted itMitigation PlandesignatedRFCMIT01110Bto address the referencedolations.
w9 Qa aAlAIlFGUREYWY t Iy NBI dzA NBR

1. changets change cotmol and configuration management processitelude documentation of
firewall rule changes

2. implement a configuratiomanagement system and a configuration management database
and

3. createa procesgo show the addition of systems within the configuratior@anagement
databasejncluding initial baselines
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URE certifiedhat it had completed its Mitigation PlarandReliabilityFirsverified thatURE had
completed all mitigation activities.

RFC2014014251 and RFC20140142%P904-3 R2 and R2.10VERVIEW

RFC2014014251
ReliabilityFirstletermined thatUREJid notreview its cyber security training prograior two
consecutive years. In addition, soitnaining material, specifically a wdiased training course, was

used for training butvasnot described ifJR Qa4 O&8 0 SNJ ASOdzNA (& GNI Ay Ay3

ReliabilityFirstdetermined that this violation posedroderateand not serious or substantial risk to
the relialility of the BPSThe risk posedyy the violation was thaURE would inconsistentlymplement
its training program aa result of not reviewing the program and not having all materials used for
trainingactually documented in the training program lack of training or inconsistent trainingas
determined to be the root cause of multipleolations resolved through thSettlementAgreement.
This risk was only partially mitigated becalfi&e had formal trainingnaterial and a training program.

ReliabilityFirstletermined the duration of the violation to be from ttstart date of the Compbknce
Audit period through whenUREcompleted its Mitigation Plan.

' w9 Q& a Adivitisstequike®l YRE tdmplementa new cyber security traingprogram.
ReliabilityFirstrerified thatURE had completed all mitigation activities.

RFC2014014252
ReliabilityFirstetermined thatUREdid notprovide evidence that contractoend service vendors
were trainedprior to being granted access to CCAsaddition,URE failed to provide evidendbat
trainingwas conducted at least annuallJJRE provided evidence forms thdtd not include training
dates and evidence indicating that some personnel were granted at@w€¥SAs prior to receiving
training.

ReliabilityFirstletermined that this violation posedserious or substantial risk to the reli#ity of the
BPS.During theCompliance Audit)RE had difficulty producing training data, indicating that tksue
has a high likelihood of recurrencén addition, there were multiple variations agsues wit
incomplete training documentation and failure to train during the requiteteframes, indicating that
URE had multiple process weaknesses in managing @dmirity training recordsThese process
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weaknessesouldlead to a general lack afwareness o€yber security issues across the organization
and its contracted staffAdditionally, nsufficient trainingnaydegrade UB Qa | 6 At A& (2
respond tocyber security incidents.

ReliabilityFirstdetermined the duration of the violation to be from the start date of the Compliance
Audit period through whenUREcompleted its Mitigation Plan.

URE submitted itMitigation PlandesignatedRFCMIT01153® address the referencedolations.

I w9 Q @atien Plan required URE &aldress the root cause ttfie Violation by identifying aingle
internal organization, the NERC Training Organization, to be responsibleWéEatyber security
training and implementing a technology solution to enable {baigedvendors and contractors who
previously fell into process gaps to compleider security training through a weiased delivery
system.

URE certifiedhat it had completed its Mitigation PlarndReliabilityFirsverified thatURE had
completed alimitigation activities.

RFC2014014253IR004-3 R3.3 OVERVIEW

ReliabilityFirsdetermined thatUREdid notensure that eaclifersonnelRsk Assessment (PRA)
included the date that the assessmamés conducted, or that the PRA included a seyearcriminal
check. This was consistent with all contractors and vend®ediabilityFirst sampled durirtge
Compliance AuditURE obtained®RA data through a salesigned form providetb its vendors, but
URE failed to collect sufficient information throhdts process t@emonstrate compliance with GIP
004-3 R3.3.Additionally,ReliabilityFirshoted that theevidence provided was inconsistent and
incomplete as a result of the siloed naturetbé business units preparing the data and a lack of final
review before submitting theevidence.

ReliabilityFirstetermined that this violation posedraoderateand not serious or substantial risk to
the reliallity of the BPSNot ensuring that all contractors and vendors have PRAs potentialtie
UREsusceptible to malicious acts by insideasd the long duration of theiolation increased this risk
of harm. In addition, the root cause dhe violation involved an ineffective process, which can lead to
multiple instances ohoncompliance.The risk vas only partially mitigated becausd¥E did have a
procesdn place, although it was inadequate, and did require some evidence of backgcbenks,
although the evidence was insufficient.

ReliabilityFirsdetermined the duration of the violation to bedm the start date of the Compliance
Audit period through whenUREcompleted its Mitigation Plan.
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URE submitted itMitigation PlandesignatedRFCMIT01154® address the referencedolations.
w9 Qa aAlGAIlFGUREYW t f Iy NBI dzA NBR

1. performaninternalaudit to ensure its contractors and vendors haampleted PRA&nNd

2. updateits process to ensure that, going forwaRRAs are completed consistently with NERC
Standards, including an effort to ensutet attestations from contractors and vendors are
accuate and to identify moreeffective methods of collecting PRA information from third
parties

URE certifiedhat it had completed its Mitigation PlarandReliabilityFirsverified thatURE had
completed all mitigation activities.

RFC2013013197FR2014013447, and RFC20140130983004-3a R4.2 OVERVIEW

RFC2013013197
ReliabilityFirstletermined thatUREdid notmaintain its list of personnel with authorized cyhbmar
authorized unescorted physical access to CCAfiHailed to revoke access CCAs for two
individuals within seven calendar days of those individuals no larggriring access to CCAs. the
firstinstanceUR® RAR y20 NB@21S |y SYLX 2 éh&Smlayeeldadgedh Ol f
positions withinURE and therefore néonger required access to CCAs.the second instancéJRe did
notrevokearS Y LJ 228SSQa LIKe&aAOrt | O0O0Saa G2 [/ / !lépsed KSy
which URE identified as an instance of an employee no lomgguiring access.

ReliabilityFirstetermined that this violation posedraoderateand not serious or substantial risk to
the reliaklity of the BPSNot revoking access when it is no longer needed leadsdreased risk of
unwarrantedaccess to those CCAs, and this tgpeiolation was likely to recur as the root cause
related to an effective processlhe risk was pawily mitigated because, in bothstancesURE had
conducted PRAs on the employees and both PRAs were camdnipto-date. Additionally, both
employees received proper training prior to beigganted access to CCAs.

ReliabilityFirstletermined the duration of thdirst instanceto be from thedate the first employee no
longer required access to CC#wough whenrURENBE @2 1 SR (1 KS S \Rela@igREs$ Qa | OC
determined the duration of the secondstanceto be from the date the second employee no longer
required access to CCABrough whenURENB @2 {1 SR G KS SYLX 28SSQa | O0Sas3

URE submitted itMitigation Activities within its SelReports. At the time of the violation,
ReliabilityFirst believed this mitigation was sufficibetause the root cause initially appeared to be an
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isolated human ewor issue. However,URE later determined that the root cause was broader and
related to ineffectiveprocesses, and thudRe later corrected this root cause through its subsequent
Mitigation Plans under RFC2014013447 and RFC2014013997.

URE certifiedhat it had completed its Mitigatioctivities andReliabilityFirswerified thatURE had
completed all miigation activities.

RFC2014013447
ReliabilityFirstletermined thatduringuser access reviewhysical access for one retirethployee
had not been revoked within seven calendar days of the employee no loegeiring access to a CCA.
URE revokedhysical access for this retired employgeon discovery and verified that the retired
employee did not have cyber access.

ReliabilityFirstdetermined that this violation posedroderateand not serious or substantial risk to

the reliahlity of the BPS; w9 Otd@evoKing access when it is no longer needed $g¢adncreased risk

of unwarrantedaccess to those CCAs, and this type of violation was likely to recur as the root cause
related to anineffective processThe risk was partialljitigated becaus the employeevas properly
trained prior to gaining access, had a current PRA, and did not haweyberyaccess to any CCAs.

ReliabilityFirstetermined the duration of the violation to be from the datiRE should have revoked
access to the CC#hrough whenUREevoked the access

URE submitted itMitigation PlandesignatedRFCMIT01055b address the referencedolations.
w9 Qa aAlA3IlFGUREYWY t f Iy NBI dzA NBR

revokephysical access

coachemployees orproper revocation procedures;

reviewthe efficacy of the revocation procesnd

w0 NP

implementimprovements identified from the process review, includingplementation of a
new toolto assist withrevocation

URE certifiedhat it had completed its Mitigation PlamndReliabilityFirsverified thatURE had
compkted all mitigation activities.

RFC2014013997
ReliabilityFirsdetermined thatin preparationfor the Compliance AuditJRE completed a review of
access records and discovered two instances in whlgisical access was not résem within seven
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calendar daysln one instance, URwas four days late in revoking access] in the second instance,
URE was 46 days late.

ReliabilityFirstdetermined that this violation posedraoderateand not serious or substantial risk to

the relialility of the BPSURE failed to identify theviolation outside the scope of ampcomingAudit,

and URE demonstrated a lack of internal controls to quickly idergifycedural failures.n addition,
although the subjects of the SeReport had onlyphysical access to CCAs, not revoking access when it
is no longer needed leads tocreased risk of unwarranted access to those CCAs, and this type of
violation wadikely to recur as the root cause related to iaeffective processThe risk was partially
mitigated because the individuals whose accesd hot been revoked had updatéchining andPRAs

ReliabilityFirsdetermined the duration of the violation to be from the datfRE was required to
revoke accesshrough whenUREevoked the access

URE submitted itMitigation PlandesignatedRFCMIT011102to address the referencedolations.
w9 Qa aAdAdl GUREYW tfly NBI dzi NBR

1. completea root cause analysis amlhcumentthe process foprovisioning andevoking access
and

2. createa process flow diagram, identi€orrect roles and responsibilitieand implement the
process.

URE certifiedhat it had completed its Mitigation PlarandReliabilityFirsverified thatURE had
completed all mitigation actities.

RFC201401362RFC2014014015, RFC2014014206d,RFC2015015300 €I#5-3a R1.5 and R1:6
OVERVIEW

RFC2014013623
ReliabilityFirstetermined thatUREdid notidentify a certain class of routers amvitches (Lightweight
Directory Access Protocol, or LDAR being used in theccess control and/or monitoring of the
Hectronic Scurity Perimeter (ESPand therefore failed to afford the protectivmeasures specified in
CIR0053a R1.5.

ReliabilityFirstletermined that ths violation posed a serious or substantial risk to the rdligtof the
BPS.By not protectinghe devices used for access control into the ESP, the ESP could be
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compromised.Additionally, theviolation occurred duez ! w9 Q& Y A & dzy RaPplcability y R A y 3
of the Standards and the duration was long befoiee realized the error.

ReliabilityFirstletermined the duration of the violation to be from the datee Standard became
mandatory and enforceable, through whé&REcompleted its Mitigation Rn.

URE submitted itMitigation PlandesignatedRFCMIT010669® address the referencedolations.
''w9Qa aAlGAIlIGUREW tfly NBI dzA NBR

1. eliminatethe LDAP system as the sole authentication system toayaess to routers and
switches within the ESEnd

2. implement a newscheme that uses twdactor authentication to access a jump box, which
serves as theole access point into the ESP.

URE certifiedhat it had completed its Mitigation PlarmndReliabilityFirsverified thatURE had
completed all mitigation activities.

RFC2014014015
ReliabilityFirstdetermined thatUREdentified its Security Information and Event Maeagent (SIEM
system, which ifocated in its Corporate Data Center, as a Cyber Asset used in the acdesk con
and/or monitoring of an ESP, but failed to maintain a PSP around the Corporate Data Center.

ReliabilityFirstetermined that this violation posedrainimaland not serious or substantial risk to the
reliability of the BPS AlthoughURE failed taproperly identify all protections necessary for a new
CyberAsset, the room that contained the SIEM system didehphysical access protectiosisch as
continuous access control and monitoring through the use of card readerseanudity staffing.As a
result, the Corporate Data Center had the same proteatneasures required by GI®6-3c R3 despite
the lack of a PSP designation.

ReliabilityFirstetermined the duration of the violation to be from the datee URE installed the SIEM
system that gave resto the requirement to identify the Corporate Data Center as a Bséugh when
UREcompleted its Mitigation Plan.

URE submitted itMitigation PlandesighatedRFCMIT01109® address the referencedolations.
w9 Qa aAlA Il GUREWcreaté & RSP aidhifiddrg GidspBrate Data Center, and the SIEM
systemand other newer Cyber Assets were validated as being within the boundaries of a PSP.
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URE certifiedhat it had completed its Mitigation PlarandReliabilityFirsverified thatURE had
completed all mitigation activities.

RFC2014014208hd RFC2015015300
ReliabilityFirstletermined thatUREdid notproperly maintain documentation dCAs and ne@CAs
within ESPsSpecifically, ReliabilityFirst discovered tproblems with draungs submitted byJRE for
the Compliance AuditFirst, a CCA ahe list of NERC CIPk@y Assets was not found on the
corresponding drawingsSecond, two other CCAs on the NERC CIP Cyber Assets list did not appear on
the drawings, but wee found to havechanged names. UWRsubmitted to ReliabilityFirstMitigation
Plan to address thalleged Violation of C{805-3 R1.6§RFC2014014207) and committed to complete
the Mitigation Plan.l 2 4 S@SNE RSALIAGS wStAIFIOoAf A@®dGANRGIQE 2V
ReliabilityFirst could not reasonably verify thdffe completed its Mitigatio®lan. Thus, ReliabilityFirst
determined that the underlying violation was nstfficiently addressed and was ongoimgs a result,
ReliabilityFirst found a newiolation for failure to mitigate (RFC2015015300) and requué# to
submit a newMitigation Plan to address the underlying violation.

ReliabilityFirstletermined that this violation posed a serious or substantial risk to the riétiabf the
BPS.Althoughthe violation was only a documentation issue, it was indicative of a larger procedural
issuewith a long duration and thus was likely to recur.f & 2 ¥ { K NB dz3 Mitigatoh Rlano A £ A {
verification efforts, RéhbilityFirst determined that URinaccuratelyidentified devices in its ESP and

PSP drawings and therefore lacked a basiterstanding of its ESPs, thus increasing the riskURat Q a
ESPs would not beffective and would allow for potential compromise of its CCAs.

ReliabilityFirstetermined the duration of the violation to be from tr&tart date of the Compliance
Audit period through whenUREcompleted itssubsequentMitigation Plan.

URE submitted itMitigation PlandesignatedRFCMIT01182® address the referencedolations.
w9 Qa aAlAIlFGUREYWY t Iy NBI dzA NBR
1. revise its existingjst of CCAs to include related ESP and PSP designatiohs

2. develop documentsind implement a process to ensure that ESP, B&dPasset type
information is regularly validated and associatetisliare updated to redict the production
environment.
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RFC2014014410, RAA5015143, RFC201401404hd RF

C20140142@3P0063c R1, R1.1 and R1.8

- OVERVIEW

RFC2014014410

ReliabilityFirstletermined thatan employee escar A y 3

I @Sy R2 NJOpeyaiiogs Cented Q&  {

left the vendor unescorted for a short period of time in ordeiplace a phone callThe vendor was

discovered bYJRE security and escorted Isgcurity for the
maintenance work for whiclme was contracted.

remainder of his time onsite to complete

ReliabilityFirstdetermined that this violation posedminimaland not serious or substantial risk to the
reliability of the BPSURE had a visitor escort policy in plaead theviolation appears to be an
isolated human performance issue that was quickly identified and correctééRagecurity.

ReliabilityFirstdetermined the duration of the violation to
proper internal procedures while escorting a vendor

bire one day when URE failed to follow

URE subntted its Mitigation PlandesignatedRFCMIT011776to address the referencedolations.

' w9 Q& aAlGAIlFGUREW tfFy NBI

dzA NB R

1. disciplinethe employee through theorporate positive discipline procesnd

2. enhance its training prograno include example violations relating to visitor escort procedures.

RFEC2015015143

ReliabilityFirstetermined thatUREI SNXY A y I (1 SR

'y SYLX 285S5SQa LIKeaaAol

annual requalification trainingHowever, the employee continued toork eight shiftan a power plant
control room in a PSP despite not having physical access becausewtpleryees permitted him
access. Latethe employee madenultiple attempts to access the PSP by swiping his access card,
which triggered aralarm in the plant security officeThis alarm was the result of a newly developed
control to alert security in case of three failed access attempts by the same person avithiour. A
security officer investigated the alarm and found the employee endbntrolroom. URE later learned
thatthe S Y LJt 2 @nBudl @egualificationraining was almospast dueand the accesprovisioner
prematurely revoked access as a result of an error in the notification regentifying employees

whose training was seb expire.

ReliabilityFirsdetermined that this violation posedmoderateand not serious or substantial risk to
the relialility of the BPSThe risk that this sgrific employee would put the BPat risk is low because

the employee had a current PRAdano cyber access

a2 NB 23S NEacdeseSthePBR I 28 S S
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was removed only aa result of failure to timely complete annual requalification training as opposed to
atermination, which may increase the risk that the employee would use the accesshra way as to

put the BPSat risk. However, the violation is indicative of a pamympliance culture as the employee
continued to work eight shifts even though lascess was removed and other employees allowed him
access even though his accesss renoved. The cultural issue, if not fixed, could lead to other
violations in thefuture.

ReliabilityFirstletermined the duration of the violation to be from thgst day the employee was
permitted in the PSP despite having his access revakedughthe dayii KS SYLJX 28S5S5Qa I O
reinstated as a result of completing his training

URE submitted itMitigation PlandesignatedRFCMIT011743to address the referencedolations.
w9 Qa aAdAdl GUREW tfl y NBI dzi NBR

1. provide the employee withtraining Yy R | w9 NBAyadl GSR G4KS SYLX 2@

2. placea visual indicator inside all control roomsar the inside exit buttons to remind personnel
opening the door to log and escorisitors

3. conductedtraining for all CIP plant employees with respecptocedures for visitors

4. modifythe early notification report to the accegsovisioner to clearly distinguish between
expired training and training that will expirand

5. developa process to proactively reaign work for individuals whosecess will be revokkeso
that the individuals can work outside of the PSPs.

RFC2014014011
ReliabilityFirstetermined thatl3 separate openings in a sivall border exceeded 96 square inches.
Two openings of approximately 1,440 squarehes each were discovered at ogenerating facility, a
third opening ofapproximately 240 square inches was discovered at another generating facility, and
the remaining ten openings of approximately 130 square inches were discovetd®af a
a separate operations centetJRE determinedhat the openings were a result of original construction
conditions,with the exception of the 240 square inch opening, which was creatediglarrepaiiof a
water leak within the PSP at the facility.

ReliabilityFirstletermined that this violation posedmoderateand not serious or substantial risk to
the reliaklity of the BPSMost of the 13 openings were sufficiently small anddeidsoas to render
penetration ofthe PSP unlikelyHowever, two of the openings were larger and allowed sufficient
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space for penetration of the PSFAdditionally, he four-yearduration of the volation indicates a
general lack of rigor iR Qa / 2 YL Al yOS t NPINI YO

ReliabilityFirstletermined the duration of the violation to be from the datee Standard became
mandatory and enforceable, through whé&REcompleted its Mitigation Plan.

URE submitted itMitigation PlandesignatedRFCMIT011101 to address the referencedolations.
w9 Qa aAlA Il GUREWenedidtefeacN& thepgniBsRlocument a new process for
performing work on PSPs to include contacting security to ensure compliancapdate the work
management checklist used when work is completed on PSPs.

URE certifiedhat it had completed its Mitigation PlarandRdiabilityFirstverified thatURE had
completed all mitigation activities.

RFC2014014208
ReliabilityFirstletermined thatUREdid notannuall review certain documents uséd supportURS Q a
physical security planSpecificallyURE did not review 18 I-bailt R NI ¢ A y 3 AJEESdentified ad K
documents that detail the specifications of edeBP.During the auditURE stated that the drawings
are reviewed on an atioc basigather than annually.

ReliabilityFirstetermined that this violation posedraoderateand not serious or substantial risk to
the reliakility of the BPSDespite having a process in place that required review of the drawiigs,
personnel failed to follow the policy, indicating a lacKamus on physical security, compliance
generally. Although the drawings were not reviewed annually as requingdCIP006 R1.8URE attests
that the drawings were reviewed during the durationtbé violation.

ReliabilityFirstetermined the duration of the violation to be from ttstart date of the Compliance
Audit period through whenUREcompleted its Mitigation Plan.

URE submitted itMitigation PlandesignatedRFCMIT01154% address the referencedolations.
' w9 Q @atien Plan requiretREo clarifythe scope of the annual review of the physical security
planin its process documents and create a related review checklist for the annual review.

URE certifiedhat it had completed its Mitigation PlamndReliabilityFirsverified thatURE had
completed all mitigation activities.
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RFC2014014209 and RFC20130131I#®06-3a R5 and CiB06-3c RS OVERVIEW

RFEC2014014209

ReliabilityFirstdetermined thatURE ghysicalsecurity plan uses too narrowdefinition of the term

Gdzy | dzi K2 NA T SR Dufing ®i& Compliahde HWRE Suddjéct matter experts explained

thatURD Q& RSGSNNAYLI (A 2 yaccésKaitempty tBok piaté rdi@drONRE SRS F A Y A
'y adzyl dzi K atedkpteS R af G/2Sa aA y Of dzZRURY AR Q¥ /0y $ & Ra dzyfi i &AL
FGadSYLIWGiaeg a SAGKSNI G A Fzhtion of A\sitor sOparétdim aa A Yy SR 4
escort. These thresholds would not include failed attempts to access a seceseand therefore only

would identify successful attempts at unauthorized entafling short of the requirement to monitor

physical access to PSPs.

ReliabilityFirstletermined that this violation posed a serious or substantial risk to the nétiabf the

BPS.! w9 Q& R Sunduthdrizied a&cgessatiempts include only successful security breaches and

not attempts to access the PSPhus, UR Q& LINI OG A OS 2F NBf & mofedscany a dz0
lead to delayed detection and response to maliciagsvity.

ReliabilityFirsdetermined the duration of the violation to be from tlstart date of the Compliance
Audit period through whenUREcompleted its Mitigation Plan.

URE submitted itMitigation PlandesignatedRFCMIT011544 address theeferencedviolations.
w9 Qa aAlA 3l (GURE yemodifiits yelevdd edafityNdsoBedure to instruct security
officers toinvestigate cases of multiple failed access day reads at PSPis addition to the
requirement of investigating caseof tampering and piggybacking.

URE certifiedhat it had completed its Mitigation PlarandReliabilityFirsverified thatURE had
completed all mitigation activities.

RFC2013013198
ReliabilityFirstetermined thatwhile performing a monthly physichhbrrier inspection of a PSP
at a power plant, a security officer discovered that thre® BiSors to a central controbom had been
tampered with, thus preventing the doors from latching securdég. aresult, the security officer was
able to open the dors without swiping an authorizealccess cardiey. The security officer also
determined that although a doefiorced alarmshould have sounded, it in fact did not operatdRe
performed a root cause analysis and traced taeise of the alarm failure tafirmware upgrade.
AlthoughURE followed the established procedui@r the upgrade, the vendor determined through
this root cause analysis that additional step was needed to clear device memory before conducting
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the upgrade.URE also conducted an invégation with respect to the door tampering, but the
investigation was inconclusive with respect to the reason for the tampersga result of this incident
at the power plantURE subsequently tested the alafumctionality of all PSP access points and
discovered issues with two additional P&fRess points at its System Operations Center, where the
alarming system failed due faulty wiring and hardwarelURE also discovered issues with seven PSP
access pointat its Alternate System Operations Cené&d one access point at another power plant.

ReliabilityFirstletermined that this violation posed a serious or substantial risk to the nétiabf the
BPS.The initiating actionn thisviolation, an ongoing physical tampering of security systenss, is
significant culture of compliance breakdowm addition, althoughtURE did eventuallgliscover the
issue through the implementation of internal detective controls, doadition was not discovered
timely. Thus, the violation potentially put theFS atserious risk for a long duration.

ReliabilityFirstletermined the duration of the violation to be fromthe dafieK S | w9 Q& FANXN g |
upgrade first affected its alarming capabilitirough whenUREcompleted its Mitigation Plan.

URE submitted itMitigation PlandesignatedRFCMIT01046% address the referencedolations.
w9 Qa aAdAdl GUREW tfly NBI dzA NBR
1. initiate its alternate security measures, which include dispatchisgaurity officer to perform a
roaming security patrols around the RSP

2. performa root cause analysis, restore alarm functionality to the doors agtreeration plant
Control Room, replace the portion of hardware that malfunctioned, and redistrithee
configuration data for the access points

3. testthe alarm functionality bthese access points on a weekly basis for several months to
ensure the alarms continuefdinctioning properly

4. testthe darm functionality of all 105 URPSP accepsints and perform a network walk down
which consisted of a visual inspectionadifcomputer equipment in the relevant control room,
validation of known computeequipment and a search for any anomaljend

5. provide refresher accedmining presentations to personnel at the power plant in question.

URE certifiedhat it had completed it$viitigation Plan andReliabilityFirsverified thatURE had
completed all mitigation activities.
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RFC201401421Q1R007-3a R1.3 OVERVIEW

ReliabilityFirstletermined thatUREdid notprovide evidene of testing for cyber securityontrols for
one Cyber AssetThe device not tested was a virtual server located ppwaer plant. URE indicated
that its vendor tests the device, bWRE did not providdreliabilityFirst with evidence of such a test.

ReliabilityFirstletermined that this violation posed a serious or substantial risk to the nétiabf the
BPS.A failure to testsecurity controls on new Cyber Assets and those with significant changes can
result inthe affected Cyber Assets failing to perform as expectdBE failed to detect a laakf

security controls testing by its vendor, at least in part becauBe failed to maintaimpolicies or
procedures that govern vendor testinghis lack of oversightdeto a longrunningviolation that is

likely to recur in multiple ways due to a lackpsbcess and procedure.

ReliabilityFirsdetermined the duration of the violation to be from tlstart date of the Compliance
Audit period through whenUREcompleted is Mitigation Plan.

URE submitted itMitigation PlandesignatedRFCMIT01154b address the referencedolations.

w9 Qa aAlA Il GUREyasdighah iydividiallpsiaisdibfedk matter expert role for the group
responsible for testing the Cyb#&sset at issue, builan inrhouse test system, angpdate related
documentation.

URE certifiedhat it had completed its Mitigation PlarandReliabilityFirsverified thatURE had
completed all mitigation activities.

RFC2014013998IR007-1 R2- OVERNEW

ReliabilityFirstdetermined thatUREdid notensure that only those ports an@vices required for
normal andemergency operations were enable&pecificallyJRE lacked documentatioidentifying
the ports and services required for normal amahergency operations fahree Net Controllers
managed byJRO (ndormation technology ervicesorganization (ITS), two operatarterfaceserver
systems managed BYREQ generation unif and18 paperless chart recordessithin the generation
unit.

RelabilityFirstdetermined that this violation posed a serious or substantial risk to the nétiabf the
BPS.Without properdocumentation on ports and servicddRE could not confirm whether it enabled
only ports and services required for normal and egency operations.Thus,UREcould have had
ports and services enabled that were not required for normatmergency operation, which would
have created vulnerabilities that expose the systéma higher risk of compromise by potentially
allowing more bannels for undetectedccess intdJR Q& O NMX (i Gdn this dsk, and e factp
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that the violation wouldhave continued except for preparation of evidence tioee Compliance Audit,
the riskto the BPSwasserious and substantial.

ReliabilityFirstletermined the duration of the violation to be from the datee Standard became
mandatory and enforceable, through whé&REcompleted its Mitigation Plan.

URE submitted itMitigation PlandesignatedRFCMIT011100to address the referencedolations.
w9 Qa aAdAdl GUREYW tfly NBI dzi NBR

1. completea baseline of ports and services for thygerator nterfaceserver assets and Net
Controllers and remove the paperless chart recorders fromEB&and

2. revisethe TechnicalFeasiblbility Exception (TFE)rocess tcclarify expectations and allow
subject matter experts to access existing TFEs.

URE certifiedhat it had completed its Mitigation PlarmndReliabilityFirsverified thatURE had
completed all mitigation activities.

RFC2014013626, RFC2014Hland RFC201410141C4RP007 R3, R3.1, REDVERVIEW

RFC2014013626
ReliabilityFirstetermined thatUREJid notassess patches for its routers and switches, of whichethe
are approximately 50, withiits ESP becaus#=E did not iterpret CIP0O07-1 R3 to require
assessments of firmwangpgrades, which require the entire upgrade of the operating environment
rather than theapplication of a single software patch targeted to solve a vulnerabllf§e indicated
that it conducted peridic, undocumented reviews of firmware releases.

ReliabilityFirstletermined that this violation posed a serious or substantial risk to the riétiabf the
BPS.

ReliabilityFirstetermined the duration of the violation to be from the datee Standardoecame
mandatory and enforceable, through wh&iREcompleted its Mitigation Plan.

URE submitted itMitigation PlandesignatedRFCMIT011578to address the referencedolations.
l'w9Qa aAlGAIlFGUREW tfly NBI dzA NBR
1. assesall networking devices for patch applicabijity

2. performindustry survey to understand how other utilities manage security patctuinthese
devices

RELIABILITY | ACCOUNTABILITY




