
  
 

 

3353 Peachtree Road NE  

Suite 600, North Tower  

Atlanta, GA 30326  
404 -446 -2560 | www.nerc.com  

February 29, 2016 
 
VIA ELECTRONIC FILING 
 
Ms. Kimberly D. Bose 
Secretary 
Federal Energy Regulatory Commission 
888 First Street, N.E. 
Washington, DC  20426 
 
 
Re: NERC Full Notice of Penalty regarding Unidentified Registered Entity,  

FERC Docket No. NP16-_-000 
 
Dear Ms. Bose: 
 
NERC is filing this Notice of Penalty, with information and details regarding the nature and resolution 
of the violations,1 with the Commission because ReliabilityFirst Corporation (ReliabilityFirst) and URE 
have entered into a Settlement Agreement to resolve all outstanding issues arising from 
ReliabilityFirstΩǎ ŘŜǘŜǊƳƛƴŀǘƛƻƴ ŀƴŘ ŦƛƴŘƛƴƎǎ ƻŦ Ǿƛƻƭŀǘƛƻƴs of NERC CIP Reliability Standards. 
 
According to the Settlement Agreement, URE stipulates to the facts included in the Settlement 
Agreement and admits that these facts may constitute violations.  URE has agreed to the assessed 
penalty of one million seven hundred thousand dollars ($1,700,000), in addition to other remedies and 
actions to mitigate the instant violations and facilitate future compliance under the terms and 
conditions of the Settlement Agreement.   
 
Statement of Findings Underlying the Violations 
 
This Notice of Penalty incorporates the findings and justifications set forth in the Settlement 
Agreement by and between ReliabilityFirst and URE.  The details of the findings and basis for the 
penalty are set forth in the Settlement Agreement and herein.  This Notice of Penalty filing contains the 

                                                 

1 CƻǊ ǇǳǊǇƻǎŜǎ ƻŦ ǘƘƛǎ ŘƻŎǳƳŜƴǘΣ ŜŀŎƘ Ǿƛƻƭŀǘƛƻƴ ŀǘ ƛǎǎǳŜ ƛǎ ŘŜǎŎǊƛōŜŘ ŀǎ ŀ άǾƛƻƭŀǘƛƻƴΣέ ǊŜƎŀǊŘƭŜǎǎ ƻŦ ƛǘǎ ǇǊƻŎŜŘǳǊŀƭ ǇƻǎǘǳǊŜ 
and whether it was a possible, alleged, or confirmed violation. 
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basis for approval of the Settlement Agreement by the NERC Board of Trustees Compliance Committee 
(NERC BOTCC).   

Lƴ ŀŎŎƻǊŘŀƴŎŜ ǿƛǘƘ {ŜŎǘƛƻƴ офΦт ƻŦ ǘƘŜ /ƻƳƳƛǎǎƛƻƴΩǎ ǊŜƎǳƭŀǘƛƻƴǎΣ му /ΦCΦwΦ Ϡ офΦт όнлм5), NERC 
provides the following summary table identifying each violation of a Reliability Standard resolved by 
the Settlement Agreement.   

*SR = Self-Report / SC = Self-Certification / CA = Compliance Audit / SPC = Spot Check / CI = Compliance Investigation 

NERC Violation ID Standard Req 

Discovery 
Method* 

Date 

Risk Penalty Amount 

RFC2014014245 CIP-002-3 R3 CA Moderate  

 

 

 

$1,700,000 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

RFC2014014014 CIP-003-1 R6 SR 
Serious 

 

RFC2014014251 CIP-004-3 R2 

CA 

 

Moderate 

RFC2014014252 CIP-004-3 R2.1 Serious 

RFC2014014253 CIP-004-3 R3.3 

 

Moderate 

 

RFC2013013197 CIP-004-3a R4.2 SR 

RFC2014013447 CIP-004-3a R4.2 SR 

RFC2014013997 CIP-004-3a R4.2 SR 

RFC2014013623 CIP-005-1 R1.5 SR Serious 

RFC2014014015 CIP-005-3a R1.5 SR Minimal 

RFC2014014207 CIP-005-3 R1.6 
CA 

 

Serious 

 
RFC2015015300 CIP-005-3a R1 

RFC2014014410 CIP-006-3c R1 SR Minimal 

RFC2014014011 CIP-006-1 R1.1 SR Moderate 
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NERC Violation ID Standard Req 

Discovery 
Method* 

Date 

Risk Penalty Amount 

RFC2014014208 CIP-006-3a R1.8 CA Moderate  

$1,700,000 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

RFC2015015143 CIP-006-3a R1 SR 

RFC2014014209 CIP-006-3a R5 CA 

 

 

 

 

 

Serious 

 

 

 

 

RFC2013013198 CIP-006-3c R5 SR 

RFC2014014211 CIP-007-3a R1.3 CA 

RFC2014013998 CIP-007-1 R2 SR 

RFC2014013626 CIP-007-1 R3 SR 

RFC2014014262 CIP-007-3a 
R3, R3.1, 

R3.2 SR 

 
RFC2014014114 CIP-007-3a R3.2 

RFC2014014012 CIP-007-3a R4 SR 
 

Minimal 
RFC2014014215 CIP-007-3a R5.1.2 

 

CA 

 

 

 

 

 

CA 

RFC2014014216 CIP-007-1 
R5.2, 
R5.2.3 

Serious 

 

 RFC2014014257 CIP-007-3a 

R5.3; 
R5.3.1, 
R5.3.2, 
R5.3.3 

RFC2014014238 CIP-007-3a R9 

Moderate 

RFC2014014239 CIP-008-3 R1.6 

RFC2014014240 CIP-009-3 R1 

Serious 

RFC2014014241 CIP-009-3 R2 
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NERC Violation ID Standard Req 

Discovery 
Method* 

Date 

Risk Penalty Amount 

RFC2015015301 CIP-009-3 R2 

Serious 

 

 

$1,700,000 

 

RFC2014014013 CIP-009-1 R4 
SR 

 
RFC2015015302 CIP-009-3 R4 

RFC2014014242 CIP-009-3 R5 
CA 

 
RFC2015015303 CIP-009-3 R5 

 
Background 
During a Compliance Audit and subsequent enforcement process, ReliabilityFirst determined that URE 
had serious, systemic security and compliance issues across UREΩǎ ƳǳƭǘƛǇƭŜ business units. Additionally, 
multiple violations were repeats of prior violations.  Some of the most significant violations involved 
patching and physical security.  For example, regarding patching under CIP-007-3a R3, URE did not 
patch its energy management system (EMS) after it completed its mitigation plan for the same 
violation identified during a previous CIP Compliance Audit.  In another example, regarding physical 
security, URE discovered that three Physical Security Perimeter (PSP) doors to a central control room 
had been tampered with, presumably by employees, thus preventing the doors from latching securely.  
UR9Ωǎ Ƴƻǎǘ ǊŜŎŜƴǘ ƛǎǎǳŜ ǿith securing its PSP occurred when an employee worked eight shifts despite 
¦w9 ǊŜǾƻƪƛƴƎ ǘƘŜ ŜƳǇƭƻȅŜŜΩǎ physical access for failure to complete annual requalification training.  Of 
the 36 violations, ReliabilityFirst determined that 21 violations posed a serious and substantial risk to 
the reliability of the Bulk Power System (BPS), 11 posed a moderate risk to the reliability of the BPS, 
and the remaining 4 posed a minimal risk to the reliability of the BPS. ReliabilityFirst considered the risk 
and harm posed by the violations to the reliability of the BPS in the aggregate and determined that 
these violations collectively posed a serious and substantial risk to the reliability of the BPS. 
 
The root causes of these violations were cultural issues that resulted in UR9 ƳŀƴŀƎŜƳŜƴǘΩǎ ƭŀŎƪ ƻŦ 
awareness, engagement, and accountability for CIP compliance.  Moreover, URE failed to identify its 
CIP issues, and even after identification, failed to promptly address the CIP issues.  URE delayed 
submitting Mitigation Plans, was late in completing many of its Mitigation Plans, and failed to complete 
four Mitigation Plans, which resulted in ReliabilityFirst requiring URE to prepare and submit 4 new 
Mitigation Plans. 
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ReliabilityFirst notes that URE has recently agreed to work with ReliabilityFirst through at least the 
second quarter of 2016 to holistically evaluate and work to improve its culture and thus its overall 
security posture and CIP Compliance Program.  URE has committed to ReliabilityFirst that 
improvements will include increased senior management involvement, reorganization, increased 
resources, and significant process improvements. 
 
RFC2014014245 CIP-002-3 R3 - OVERVIEW   
ReliabilityFirst determined that URE did not provide sufficient evidence of identifying programmable 
relays as Cyber Assets and URE failed to identify several Critical Assets correctly.  First, two switches 
located at a backup control center were listed by URE as access points, but were actually Critical Cyber 
Assets (CCAs) and not access points.  Second, a server was identified by URE as a CCA, but based on 
UR9Ωǎ ƳŜǘƘƻŘƻƭƻƎȅΣ ǎƘƻǳƭŘ have been identified as a non-CCA.  Third, a CCA listed on UREΩs list of CCAs 
was identified during a site visit of the Compliance Audit, but was not included on UR9Ωǎ ǇǊŜ-audit 
submission of identified Cyber Assets.  In addition, ReliabilityFirst determined that URE did not provide 
evidence demonstrating an adequate evaluation of programmable relays for CCA identification.  This 
determination was based on a lack of information on UR9Ωǎ ǇǊŜ-audit submissions and subsequent lack 
of clarity from subject matter expert interviews on the same subject. 
 
ReliabilityFirst determined that this violation posed a moderate and not serious or substantial risk to 
the reliability of the BPS.  Not developing a complete lists of CCAs increased the risk that URE would 
miss CCAs that were not on the list when implementing the security controls.  URE exhibited a lack of 
processes and procedures to ensure the reliable identification of those devices that are critical.  Such 
process and procedure gaps result in violations that are likely to be repeated.  The risk was only 
partially mitigated because not all of the devices were determined to be CCAs, and were therefore less 
critical to security. 

ReliabilityFirst determined the duration of the violation to be from the start date of the Compliance 
Audit period, through when URE completed its Mitigation Plan. 

URE submitted its Mitigation Plan designated RFCMIT011422 to address the referenced violations.    
¦w9Ωǎ aƛǘƛƎŀǘƛƻƴ tƭŀƴ ǊŜǉǳƛǊŜŘ URE to: 

1. revise its process for annually reviewing, documenting, and determining whether 
programmable relays for protective systems are CCAs;  

2. update and implement its asset validation process to include validating the classification of 
each asset on the list of Cyber Assets and to include a review of the entire list of assets to verify 
each asset has been classified and evaluated correctly; and 
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3. design an internal pre-specification for completing the Attachment C, which is an input to the 
pre-audit process for ReliabilityFirst. 

 
URE certified that it had completed its Mitigation Plan, and ReliabilityFirst verified that URE had 
completed all mitigation activities.  
 
RFC2014014014 CIP-003-1 R6 - OVERVIEW   
ReliabilityFirst determined that URE retained an independent vendor to perform a NERC CIP gap 
analysis, which revealed that UR9Ωǎ ǇǊƻŎŜǎǎ ŦƻǊ ǊŜǉǳŜǎǘƛƴƎ ŎƘŀƴƎŜǎ ǘƻ ŦƛǊŜǿŀƭƭ ǊǳƭŜǎ failed to include 
documentation of changes to firewall rulesets.  In addition, during the Compliance Audit, 
ReliabilityFirst discovered several other instances of failure to establish change control or configuration 
management.  Specifically, URE failed to: a) establish configuration management for its generation 
business unit; and b) provide evidence of a change control or configuration management program for 
its information technology services business unit.  In both cases, URE stated that it had processes in 
place, but URE did not provide adequate evidence of processes that would apply to devices randomly 
selected for the Compliance Audit. 
 
ReliabilityFirst determined that this violation posed a serious or substantial risk to the reliability of the 
BPS.  ¦w9Ωǎ failure to manage firewalls, a key primary defense for critical systems and operations, 
increased the risk of malicious activity that could compromise the BPS.  In addition, UR9Ωǎ ǿƛŘŜǎǇǊŜŀŘ 
failure to implement change control and configuration management significantly increased the 
likelihood of failing to restore CCAs in the event of critical failure.  Lastly, because the instances of 
violation were rooted in a lack of configuration management processes, the violations were likely to 
recur until mitigated. 

ReliabilityFirst determined the duration of the violation to be from the date the Standard became 
mandatory and enforceable, through when URE completed its Mitigation Plan. 

URE submitted its Mitigation Plan designated RFCMIT011103-1 to address the referenced violations.    
¦w9Ωǎ aƛǘƛƎŀǘƛƻƴ tƭŀƴ ǊŜǉǳƛǊŜŘ URE to: 

1. change its change control and configuration management process to include documentation of 
firewall rule changes;  

2. implement a configuration management system and a configuration management database; 
and 

3. create a process to show the addition of systems within the configuration management 
database, including initial baselines. 
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URE certified that it had completed its Mitigation Plan, and ReliabilityFirst verified that URE had 
completed all mitigation activities.  
 
RFC2014014251 and RFC2014014252 CIP-004-3 R2 and R2.1 - OVERVIEW   
 

RFC2014014251 
ReliabilityFirst determined that URE did not review its cyber security training program for two 
consecutive years.  In addition, some training material, specifically a web-based training course, was 
used for training but was not described in UR9Ωǎ ŎȅōŜǊ ǎŜŎǳǊƛǘȅ ǘǊŀƛƴƛƴƎ ǇǊƻƎǊŀƳΦ 
 
ReliabilityFirst determined that this violation posed a moderate and not serious or substantial risk to 
the reliability of the BPS.  The risk posed by the violation was that URE would inconsistently implement 
its training program as a result of not reviewing the program and not having all materials used for 
training actually documented in the training program.  A lack of training or inconsistent training was 
determined to be the root cause of multiple violations resolved through the Settlement Agreement.  
This risk was only partially mitigated because URE had formal training material and a training program. 

ReliabilityFirst determined the duration of the violation to be from the start date of the Compliance 
Audit period, through when URE completed its Mitigation Plan. 

¦w9Ωǎ aƛǘƛƎŀǘƛƻƴ Activities required URE to implement a new cyber security training program. 
 
ReliabilityFirst verified that URE had completed all mitigation activities.  

 
RFC2014014252 

ReliabilityFirst determined that URE did not provide evidence that contractors and service vendors 
were trained prior to being granted access to CCAs.  In addition, URE failed to provide evidence that 
training was conducted at least annually.  URE provided evidence forms that did not include training 
dates and evidence indicating that some personnel were granted access to CCAs prior to receiving 
training. 
 
ReliabilityFirst determined that this violation posed a serious or substantial risk to the reliability of the 
BPS.  During the Compliance Audit, URE had difficulty producing training data, indicating that this issue 
has a high likelihood of recurrence.  In addition, there were multiple variations of issues with 
incomplete training documentation and failure to train during the required timeframes, indicating that 
URE had multiple process weaknesses in managing cyber security training records.  These process 
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weaknesses could lead to a general lack of awareness of cyber security issues across the organization 
and its contracted staff.  Additionally, insufficient training may degrade UR9Ωǎ ŀōƛƭƛǘȅ ǘƻ ǇǊŜǾŜƴǘ ŀƴŘ 
respond to cyber security incidents. 

ReliabilityFirst determined the duration of the violation to be from the start date of the Compliance 
Audit period, through when URE completed its Mitigation Plan. 

URE submitted its Mitigation Plan designated RFCMIT011538 to address the referenced violations.    
¦w9Ωǎ aƛǘigation Plan required URE to address the root cause of the violation by identifying a single 
internal organization, the NERC Training Organization, to be responsible for all URE cyber security 
training and implementing a technology solution to enable non-badged vendors and contractors who 
previously fell into process gaps to complete cyber security training through a web-based delivery 
system. 
 
URE certified that it had completed its Mitigation Plan, and ReliabilityFirst verified that URE had 
completed all mitigation activities.  
 
RFC2014014253 CIP-004-3 R3.3 - OVERVIEW   
ReliabilityFirst determined that URE did not ensure that each Personnel Risk Assessment (PRA) 
included the date that the assessment was conducted, or that the PRA included a seven-year criminal 
check.  This was consistent with all contractors and vendors ReliabilityFirst sampled during the 
Compliance Audit.  URE obtained PRA data through a self-designed form provided to its vendors, but 
URE failed to collect sufficient information through its process to demonstrate compliance with CIP-
004-3 R3.3.  Additionally, ReliabilityFirst noted that the evidence provided was inconsistent and 
incomplete as a result of the siloed nature of the business units preparing the data and a lack of final 
review before submitting the evidence. 
 
ReliabilityFirst determined that this violation posed a moderate and not serious or substantial risk to 
the reliability of the BPS.  Not ensuring that all contractors and vendors have PRAs potentially made 
URE susceptible to malicious acts by insiders, and the long duration of the violation increased this risk 
of harm.  In addition, the root cause of the violation involved an ineffective process, which can lead to 
multiple instances of noncompliance.  The risk was only partially mitigated because URE did have a 
process in place, although it was inadequate, and did require some evidence of background checks, 
although the evidence was insufficient.  

ReliabilityFirst determined the duration of the violation to be from the start date of the Compliance 
Audit period, through when URE completed its Mitigation Plan. 
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URE submitted its Mitigation Plan designated RFCMIT011548 to address the referenced violations.    
¦w9Ωǎ aƛǘƛƎŀǘƛƻƴ tƭŀƴ ǊŜǉǳƛǊŜŘ URE to: 

1. perform an internal audit to ensure its contractors and vendors had completed PRAs; and 

2. update its process to ensure that, going forward, PRAs are completed consistently with NERC 
Standards, including an effort to ensure that attestations from contractors and vendors are 
accurate and to identify more effective methods of collecting PRA information from third 
parties. 

 
URE certified that it had completed its Mitigation Plan, and ReliabilityFirst verified that URE had 
completed all mitigation activities.  
 
RFC2013013197, RFC2014013447, and RFC2014013997 CIP-004-3a R4.2 - OVERVIEW   
 

RFC2013013197 
ReliabilityFirst determined that URE did not maintain its list of personnel with authorized cyber or 
authorized unescorted physical access to CCAs when it failed to revoke access to CCAs for two 
individuals within seven calendar days of those individuals no longer requiring access to CCAs.  In the 
first instance, UR9 ŘƛŘ ƴƻǘ ǊŜǾƻƪŜ ŀƴ ŜƳǇƭƻȅŜŜΩǎ ǇƘȅǎƛŎŀƭ ŀŎŎŜǎǎ ǘƻ //!ǎ ǿƘŜƴ the employee changed 
positions within URE and therefore no longer required access to CCAs.  In the second instance, URE did 
not revoke an ŜƳǇƭƻȅŜŜΩǎ ǇƘȅǎƛŎŀƭ ŀŎŎŜǎǎ ǘƻ //!ǎ ǿƘŜƴ ǘƘŜ ŜƳǇƭƻȅŜŜΩǎ ǘǊŀƛƴƛƴƎ ǉǳŀƭƛŦƛŎŀǘƛƻƴǎ lapsed, 
which URE identified as an instance of an employee no longer requiring access.  
 
ReliabilityFirst determined that this violation posed a moderate and not serious or substantial risk to 
the reliability of the BPS.  Not revoking access when it is no longer needed leads to increased risk of 
unwarranted access to those CCAs, and this type of violation was likely to recur as the root cause 
related to an effective process.  The risk was partially mitigated because, in both instances, URE had 
conducted PRAs on the employees and both PRAs were current and up-to-date.  Additionally, both 
employees received proper training prior to being granted access to CCAs. 

ReliabilityFirst determined the duration of the first instance to be from the date the first employee no 
longer required access to CCAs, through when URE ǊŜǾƻƪŜŘ ǘƘŜ ŜƳǇƭƻȅŜŜΩǎ ŀŎŎŜǎǎ.  ReliabilityFirst 
determined the duration of the second instance to be from the date the second employee no longer 
required access to CCAs, through when URE ǊŜǾƻƪŜŘ ǘƘŜ ŜƳǇƭƻȅŜŜΩǎ ŀŎŎŜǎǎ. 

URE submitted its Mitigation Activities within its Self-Reports.  At the time of the violation, 
ReliabilityFirst believed this mitigation was sufficient because the root cause initially appeared to be an 



 

 
NERC Notice of Penalty   
Unidentified Registered Entity    
February 29, 2016  
Page 10 
 

 

isolated human error issue.  However, URE later determined that the root cause was broader and 
related to ineffective processes, and thus URE later corrected this root cause through its subsequent 
Mitigation Plans under RFC2014013447 and RFC2014013997. 
 
URE certified that it had completed its Mitigation Activities, and ReliabilityFirst verified that URE had 
completed all mitigation activities.  
 

RFC2014013447 
ReliabilityFirst determined that during user access review, physical access for one retired employee 
had not been revoked within seven calendar days of the employee no longer requiring access to a CCA.  
URE revoked physical access for this retired employee upon discovery and verified that the retired 
employee did not have cyber access. 
 
ReliabilityFirst determined that this violation posed a moderate and not serious or substantial risk to 
the reliability of the BPS.  ¦w9Ωǎ ƴot revoking access when it is no longer needed leads to increased risk 
of unwarranted access to those CCAs, and this type of violation was likely to recur as the root cause 
related to an ineffective process.  The risk was partially mitigated because the employee was properly 
trained prior to gaining access, had a current PRA, and did not have any cyber access to any CCAs. 

ReliabilityFirst determined the duration of the violation to be from the date URE should have revoked 
access to the CCA, through when URE revoked the access. 

URE submitted its Mitigation Plan designated RFCMIT010551 to address the referenced violations.    
¦w9Ωǎ aƛǘƛƎŀǘƛƻƴ tƭŀƴ ǊŜǉǳƛǊŜŘ URE to: 

1. revoke physical access; 

2. coach employees on proper revocation procedures;  

3. review the efficacy of the revocation process; and  

4. implement improvements identified from the process review, including implementation of a 
new tool to assist with revocation. 

 
URE certified that it had completed its Mitigation Plan, and ReliabilityFirst verified that URE had 
completed all mitigation activities. 
 

RFC2014013997 
ReliabilityFirst determined that in preparation for the Compliance Audit, URE completed a review of 
access records and discovered two instances in which physical access was not revoked within seven 
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calendar days.  In one instance, URE was four days late in revoking access, and in the second instance, 
URE was 46 days late. 
 
ReliabilityFirst determined that this violation posed a moderate and not serious or substantial risk to 
the reliability of the BPS.  URE failed to identify the violation outside the scope of an upcoming Audit, 
and URE demonstrated a lack of internal controls to quickly identify procedural failures.  In addition, 
although the subjects of the Self-Report had only physical access to CCAs, not revoking access when it 
is no longer needed leads to increased risk of unwarranted access to those CCAs, and this type of 
violation was likely to recur as the root cause related to an ineffective process.  The risk was partially 
mitigated because the individuals whose access had not been revoked had updated training and PRAs. 

ReliabilityFirst determined the duration of the violation to be from the date URE was required to 
revoke access, through when URE revoked the access. 

URE submitted its Mitigation Plan designated RFCMIT011102-1 to address the referenced violations.    
¦w9Ωǎ aƛǘƛƎŀǘƛƻƴ tƭŀƴ ǊŜǉǳƛǊŜŘ URE to: 

1. complete a root cause analysis and document the process for provisioning and revoking access; 
and  

2. create a process flow diagram, identify correct roles and responsibilities, and implement the 
process. 

 
URE certified that it had completed its Mitigation Plan, and ReliabilityFirst verified that URE had 
completed all mitigation activities.  
 
RFC2014013623, RFC2014014015, RFC2014014207, and RFC2015015300 CIP-005-3a R1.5 and R1.6 - 
OVERVIEW   

 
RFC2014013623 

ReliabilityFirst determined that URE did not identify a certain class of routers and switches (Lightweight 
Directory Access Protocol, or LDAP) as being used in the access control and/or monitoring of the 
Electronic Security Perimeter (ESP) and therefore failed to afford the protective measures specified in 
CIP-005-3a R1.5. 
 
ReliabilityFirst determined that this violation posed a serious or substantial risk to the reliability of the 
BPS.  By not protecting the devices used for access control into the ESP, the ESP could be 
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compromised.  Additionally, the violation occurred due tƻ ¦w9Ωǎ ƳƛǎǳƴŘŜǊǎǘŀƴŘƛƴƎ ƻŦ ǘƘŜ applicability 
of the Standards and the duration was long before URE realized the error. 

ReliabilityFirst determined the duration of the violation to be from the date the Standard became 
mandatory and enforceable, through when URE completed its Mitigation Plan. 

URE submitted its Mitigation Plan designated RFCMIT010669 to address the referenced violations.    
¦w9Ωǎ aƛǘƛƎŀǘƛƻƴ tƭŀƴ ǊŜǉǳƛǊŜŘ URE to: 

1. eliminate the LDAP system as the sole authentication system to gain access to routers and 
switches within the ESP; and  

2. implement a new scheme that uses two-factor authentication to access a jump box, which 
serves as the sole access point into the ESP. 

 
URE certified that it had completed its Mitigation Plan, and ReliabilityFirst verified that URE had 
completed all mitigation activities.  
 

RFC2014014015 
ReliabilityFirst determined that URE identified its Security Information and Event Management (SIEM) 
system, which is located in its Corporate Data Center, as a Cyber Asset used in the access control 
and/or monitoring of an ESP, but failed to maintain a PSP around the Corporate Data Center. 
 
ReliabilityFirst determined that this violation posed a minimal and not serious or substantial risk to the 
reliability of the BPS.  Although URE failed to properly identify all protections necessary for a new 
Cyber Asset, the room that contained the SIEM system did have physical access protections such as 
continuous access control and monitoring through the use of card readers and security staffing.  As a 
result, the Corporate Data Center had the same protective measures required by CIP-006-3c R3 despite 
the lack of a PSP designation. 
 
ReliabilityFirst determined the duration of the violation to be from the date the URE installed the SIEM 
system that gave rise to the requirement to identify the Corporate Data Center as a PSP, through when 
URE completed its Mitigation Plan. 

URE submitted its Mitigation Plan designated RFCMIT011099 to address the referenced violations.    
¦w9Ωǎ aƛǘƛƎŀǘƛƻƴ tƭŀƴ ǊŜǉǳƛǊŜŘ URE to create a PSP around the Corporate Data Center, and the SIEM 
system and other newer Cyber Assets were validated as being within the boundaries of a PSP. 
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URE certified that it had completed its Mitigation Plan, and ReliabilityFirst verified that URE had 
completed all mitigation activities.  

 
 

RFC2014014207 and RFC2015015300 
ReliabilityFirst determined that URE did not properly maintain documentation of CCAs and non-CCAs 
within ESPs.  Specifically, ReliabilityFirst discovered two problems with drawings submitted by URE for 
the Compliance Audit.  First, a CCA on the list of NERC CIP Cyber Assets was not found on the 
corresponding drawings.  Second, two other CCAs on the NERC CIP Cyber Assets list did not appear on 
the drawings, but were found to have changed names.  URE submitted to ReliabilityFirst a Mitigation 
Plan to address the Alleged Violation of CIP-005-3 R1.6 (RFC2014014207) and committed to complete 
the Mitigation Plan.  IƻǿŜǾŜǊΣ ŘŜǎǇƛǘŜ wŜƭƛŀōƛƭƛǘȅCƛǊǎǘΩǎ ƻƴǎƛǘŜ ŀƴŘ ƻŦŦǎƛǘŜ ǾŜǊƛŦƛŎŀǘƛƻƴ efforts, 
ReliabilityFirst could not reasonably verify that URE completed its Mitigation Plan.  Thus, ReliabilityFirst 
determined that the underlying violation was not sufficiently addressed and was ongoing.  As a result, 
ReliabilityFirst found a new violation for failure to mitigate (RFC2015015300) and required URE to 
submit a new Mitigation Plan to address the underlying violation. 
 
ReliabilityFirst determined that this violation posed a serious or substantial risk to the reliability of the 
BPS.  Although the violation was only a documentation issue, it was indicative of a larger procedural 
issue with a long duration and thus was likely to recur.  !ƭǎƻΣ ǘƘǊƻǳƎƘ wŜƭƛŀōƛƭƛǘȅCƛǊǎǘΩǎ Mitigation Plan 
verification efforts, ReliabilityFirst determined that URE inaccurately identified devices in its ESP and 
PSP drawings and therefore lacked a basic understanding of its ESPs, thus increasing the risk that UR9Ωǎ 
ESPs would not be effective and would allow for potential compromise of its CCAs. 

ReliabilityFirst determined the duration of the violation to be from the start date of the Compliance 
Audit period, through when URE completed its subsequent Mitigation Plan. 

URE submitted its Mitigation Plan designated RFCMIT011828 to address the referenced violations.    
¦w9Ωǎ aƛǘƛƎŀǘƛƻƴ tƭŀƴ ǊŜǉǳƛǊŜŘ URE to: 

1. revise its existing list of CCAs to include related ESP and PSP designations; and  

2. develop documents and implement a process to ensure that ESP, PSP, and asset type 
information is regularly validated and associated lists are updated to reflect the production 
environment. 
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RFC2014014410, RFC2015015143, RFC2014014011, and RFC2014014208 CIP-006-3c R1, R1.1 and R1.8 
- OVERVIEW   

 
RFC2014014410 

ReliabilityFirst determined that an employee escorǘƛƴƎ ŀ ǾŜƴŘƻǊ ƛƴǘƻ ¦w9Ωǎ {ȅǎǘŜƳ Operations Center 
left the vendor unescorted for a short period of time in order to place a phone call.  The vendor was 
discovered by URE security and escorted by security for the remainder of his time onsite to complete 
maintenance work for which he was contracted. 
 
ReliabilityFirst determined that this violation posed a minimal and not serious or substantial risk to the 
reliability of the BPS.  URE had a visitor escort policy in place, and the violation appears to be an 
isolated human performance issue that was quickly identified and corrected by URE security. 

ReliabilityFirst determined the duration of the violation to be the one day when URE failed to follow 
proper internal procedures while escorting a vendor. 

URE submitted its Mitigation Plan designated RFCMIT011776-1 to address the referenced violations.    
¦w9Ωǎ aƛǘƛƎŀǘƛƻƴ tƭŀƴ ǊŜǉǳƛǊŜŘ URE to: 

1. discipline the employee through the corporate positive discipline process; and  

2. enhance its training program to include example violations relating to visitor escort procedures.  
 

RFC2015015143 
ReliabilityFirst determined that URE ǘŜǊƳƛƴŀǘŜŘ ŀƴ ŜƳǇƭƻȅŜŜΩǎ ǇƘȅǎƛŎŀƭ ŀŎŎŜǎǎ ŦƻǊ ŦŀƛƭǳǊŜ ǘƻ ŎƻƳǇƭŜǘŜ 
annual requalification training.  However, the employee continued to work eight shifts in a power plant 
control room in a PSP despite not having physical access because other employees permitted him 
access.  Later, the employee made multiple attempts to access the PSP by swiping his access card, 
which triggered an alarm in the plant security office.  This alarm was the result of a newly developed 
control to alert security in case of three failed access attempts by the same person within an hour.  A 
security officer investigated the alarm and found the employee in the control room.  URE later learned 
that the ŜƳǇƭƻȅŜŜΩǎ annual requalification training was almost past due and the access provisioner 
prematurely revoked access as a result of an error in the notification report identifying employees 
whose training was set to expire. 
 
ReliabilityFirst determined that this violation posed a moderate and not serious or substantial risk to 
the reliability of the BPS.  The risk that this specific employee would put the BPS at risk is low because 
the employee had a current PRA and no cyber accessΦ  aƻǊŜƻǾŜǊΣ ǘƘŜ ŜƳǇƭƻȅŜŜΩǎ access to the PSP 
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was removed only as a result of failure to timely complete annual requalification training as opposed to 
a termination, which may increase the risk that the employee would use the access in such a way as to 
put the BPS at risk.  However, the violation is indicative of a poor compliance culture as the employee 
continued to work eight shifts even though his access was removed and other employees allowed him 
access even though his access was removed.  The cultural issue, if not fixed, could lead to other 
violations in the future. 

ReliabilityFirst determined the duration of the violation to be from the first day the employee was 
permitted in the PSP despite having his access revoked, through the day ǘƘŜ ŜƳǇƭƻȅŜŜΩǎ ŀŎŎŜǎǎ ǿŀǎ 
reinstated as a result of completing his training. 

URE submitted its Mitigation Plan designated RFCMIT011743-3 to address the referenced violations.    
¦w9Ωǎ aƛǘƛƎŀǘƛƻƴ tƭŀƴ ǊŜǉǳƛǊŜŘ URE to: 

1. provide the employee with training ŀƴŘ ¦w9 ǊŜƛƴǎǘŀǘŜŘ ǘƘŜ ŜƳǇƭƻȅŜŜΩǎ ŀŎŎŜǎǎ;  

2. place a visual indicator inside all control rooms near the inside exit buttons to remind personnel 
opening the door to log and escort visitors;  

3. conducted training for all CIP plant employees with respect to procedures for visitors; 

4. modify the early notification report to the access provisioner to clearly distinguish between 
expired training and training that will expire; and 

5. develop a process to proactively reassign work for individuals whose access will be revoked so 
that the individuals can work outside of the PSPs.   

 
RFC2014014011 

ReliabilityFirst determined that 13 separate openings in a six-wall border exceeded 96 square inches.  
Two openings of approximately 1,440 square inches each were discovered at one generating facility, a 
third opening of approximately 240 square inches was discovered at another generating facility, and 
the remaining ten openings of approximately 130 square inches were discovered at UR9Ωǎ 
a separate operations center.  URE determined that the openings were a result of original construction 
conditions, with the exception of the 240 square inch opening, which was created during a repair of a 
water leak within the PSP at the facility. 
 
ReliabilityFirst determined that this violation posed a moderate and not serious or substantial risk to 
the reliability of the BPS.  Most of the 13 openings were sufficiently small and hidden so as to render 
penetration of the PSP unlikely.  However, two of the openings were larger and allowed sufficient 
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space for penetration of the PSP.  Additionally, the four-year duration of the violation indicates a 
general lack of rigor in UR9Ωǎ /ƻƳǇƭƛŀƴŎŜ tǊƻƎǊŀƳΦ 

ReliabilityFirst determined the duration of the violation to be from the date the Standard became 
mandatory and enforceable, through when URE completed its Mitigation Plan. 

URE submitted its Mitigation Plan designated RFCMIT011101-1 to address the referenced violations.    
¦w9Ωǎ aƛǘƛƎŀǘƛƻƴ tƭŀƴ ǊŜǉǳƛǊŜŘ URE to remediate each of the openings, document a new process for 
performing work on PSPs to include contacting security to ensure compliance, and update the work 
management checklist used when work is completed on PSPs. 
 
URE certified that it had completed its Mitigation Plan, and ReliabilityFirst verified that URE had 
completed all mitigation activities.  
 

RFC2014014208 
ReliabilityFirst determined that URE did not annually review certain documents used to support UR9Ωǎ 
physical security plan.  Specifically, URE did not review 13 άŀǎ-built ŘǊŀǿƛƴƎǎΣέ ǿƘƛŎƘ URE identified as 
documents that detail the specifications of each PSP.  During the audit, URE stated that the drawings 
are reviewed on an ad-hoc basis rather than annually. 
 
ReliabilityFirst determined that this violation posed a moderate and not serious or substantial risk to 
the reliability of the BPS.  Despite having a process in place that required review of the drawings, URE 
personnel failed to follow the policy, indicating a lack of focus on physical security, or compliance 
generally.  Although the drawings were not reviewed annually as required by CIP-006 R1.8, URE attests 
that the drawings were reviewed during the duration of the violation.  

ReliabilityFirst determined the duration of the violation to be from the start date of the Compliance 
Audit period, through when URE completed its Mitigation Plan. 

URE submitted its Mitigation Plan designated RFCMIT011545 to address the referenced violations.    
¦w9Ωǎ aƛǘigation Plan required URE to clarify the scope of the annual review of the physical security 
plan in its process documents and create a related review checklist for the annual review. 
 
URE certified that it had completed its Mitigation Plan, and ReliabilityFirst verified that URE had 
completed all mitigation activities.  
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RFC2014014209 and RFC2013013198 CIP-006-3a R5 and CIP-006-3c R5 - OVERVIEW   
 

RFC2014014209 
ReliabilityFirst determined that UREΩǎ physical security plan uses too narrow a definition of the term 
άǳƴŀǳǘƘƻǊƛȊŜŘ ŀŎŎŜǎǎ ŀǘǘŜƳǇǘǎΦέ  During the Compliance Audit, URE subject matter experts explained 
that UR9Ωǎ ŘŜǘŜǊƳƛƴŀǘƛƻƴ ǘƘŀǘ ƴƻ ǳƴŀǳǘƘƻǊƛȊŜŘ access attempts took place relied on UR9Ωǎ ŘŜŦƛƴƛǘƛƻƴ ƻŦ 
ŀƴ άǳƴŀǳǘƘƻǊƛȊŜŘ ŀŎŎŜǎǎ attemptέ ŀǎ ƴƻǘ ƛƴŎƭǳŘƛƴƎ ƛƴǾŀƭƛŘ ŀǘǘŜƳǇǘǎΦ  UR9 ŘŜŦƛƴŜǎ άǳƴŀǳǘƘƻǊƛȊŜŘ ŀŎŎŜǎǎ 
ŀǘǘŜƳǇǘǎέ ŀǎ ŜƛǘƘŜǊ ǘŀƛƭƎŀǘƛƴƎΣ ŀŎŎŜǎǎ ƎŀƛƴŜŘ ǿƛǘƘƻǳǘ ŀǳǘƘƻǊization, or a visitor separated from an 
escort.  These thresholds would not include failed attempts to access a secure area and therefore only 
would identify successful attempts at unauthorized entry, falling short of the requirement to monitor 
physical access to PSPs. 
 
ReliabilityFirst determined that this violation posed a serious or substantial risk to the reliability of the 
BPS.  ¦w9Ωǎ ŘŜŦƛƴƛǘƛƻƴ ƻŦ unauthorized access attempts include only successful security breaches and 
not attempts to access the PSP.  Thus, UR9Ωǎ ǇǊŀŎǘƛŎŜ ƻŦ ǊŜƭȅƛƴƎ ƻƴ ǎǳŎŎŜǎǎŦǳƭ ǳƴŀǳǘƘƻǊƛȊŜŘ access can 
lead to delayed detection and response to malicious activity. 

ReliabilityFirst determined the duration of the violation to be from the start date of the Compliance 
Audit period, through when URE completed its Mitigation Plan. 

URE submitted its Mitigation Plan designated RFCMIT011544 to address the referenced violations.    
¦w9Ωǎ aƛǘƛƎŀǘƛƻƴ tƭŀƴ ǊŜǉǳƛǊŜŘ URE to modify its relevant security procedure to instruct security 
officers to investigate cases of multiple failed access card-key reads at PSPs, in addition to the 
requirement of investigating cases of tampering and piggybacking. 
 
URE certified that it had completed its Mitigation Plan, and ReliabilityFirst verified that URE had 
completed all mitigation activities.  
 

RFC2013013198 
ReliabilityFirst determined that while performing a monthly physical barrier inspection of a PSP 
at a power plant, a security officer discovered that three PSP doors to a central control room had been 
tampered with, thus preventing the doors from latching securely.  As a result, the security officer was 
able to open the doors without swiping an authorized access card-key.  The security officer also 
determined that although a door-forced alarm should have sounded, it in fact did not operate.  URE 
performed a root cause analysis and traced the cause of the alarm failure to a firmware upgrade.  
Although URE followed the established procedure for the upgrade, the vendor determined through 
this root cause analysis that an additional step was needed to clear device memory before conducting 
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the upgrade.  URE also conducted an investigation with respect to the door tampering, but the 
investigation was inconclusive with respect to the reason for the tampering.  As a result of this incident 
at the power plant, URE subsequently tested the alarm functionality of all PSP access points and 
discovered issues with two additional PSP access points at its System Operations Center, where the 
alarming system failed due to faulty wiring and hardware.  URE also discovered issues with seven PSP 
access points at its Alternate System Operations Center and one access point at another power plant. 
 
ReliabilityFirst determined that this violation posed a serious or substantial risk to the reliability of the 
BPS.  The initiating action in this violation, an ongoing physical tampering of security systems, is a 
significant culture of compliance breakdown.  In addition, although URE did eventually discover the 
issue through the implementation of internal detective controls, the condition was not discovered 
timely.  Thus, the violation potentially put the BPS at serious risk for a long duration. 

ReliabilityFirst determined the duration of the violation to be from the date ǘƘŜ ¦w9Ωǎ ŦƛǊƳǿŀǊŜ 
upgrade first affected its alarming capability, through when URE completed its Mitigation Plan. 

URE submitted its Mitigation Plan designated RFCMIT010465 to address the referenced violations.    
¦w9Ωǎ aƛǘƛƎŀǘƛƻƴ tƭŀƴ ǊŜǉǳƛǊŜŘ URE to: 

1. initiate its alternate security measures, which include dispatching a security officer to perform a 
roaming security patrols around the PSP;  

2. perform a root cause analysis, restore alarm functionality to the doors at the generation plant 
Control Room, replace the portion of hardware that malfunctioned, and redistribute the 
configuration data for the access points;  

3. test the alarm functionality of these access points on a weekly basis for several months to 
ensure the alarms continued functioning properly; 

4. test the alarm functionality of all 105 URE PSP access points and perform a network walk down 
which consisted of a visual inspection of all computer equipment in the relevant control room, 
validation of known computer equipment, and a search for any anomalies; and  

5. provide refresher access training presentations to personnel at the power plant in question. 
 
URE certified that it had completed its Mitigation Plan, and ReliabilityFirst verified that URE had 
completed all mitigation activities.  
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RFC2014014211 CIP-007-3a R1.3 - OVERVIEW   
ReliabilityFirst determined that URE did not provide evidence of testing for cyber security controls for 
one Cyber Asset.  The device not tested was a virtual server located at a power plant.  URE indicated 
that its vendor tests the device, but URE did not provide ReliabilityFirst with evidence of such a test. 
 
ReliabilityFirst determined that this violation posed a serious or substantial risk to the reliability of the 
BPS.  A failure to test security controls on new Cyber Assets and those with significant changes can 
result in the affected Cyber Assets failing to perform as expected.  URE failed to detect a lack of 
security controls testing by its vendor, at least in part because URE failed to maintain policies or 
procedures that govern vendor testing.  This lack of oversight led to a long running violation that is 
likely to recur in multiple ways due to a lack of process and procedure. 

ReliabilityFirst determined the duration of the violation to be from the start date of the Compliance 
Audit period, through when URE completed its Mitigation Plan. 

URE submitted its Mitigation Plan designated RFCMIT011541 to address the referenced violations.    
¦w9Ωǎ aƛǘƛƎŀǘƛƻƴ tƭŀƴ ǊŜǉǳƛǊŜŘ URE to assign an individual as a subject matter expert role for the group 
responsible for testing the Cyber Asset at issue, build an in-house test system, and update related 
documentation. 
 
URE certified that it had completed its Mitigation Plan, and ReliabilityFirst verified that URE had 
completed all mitigation activities.  
 
RFC2014013998 CIP-007-1 R2 - OVERVIEW   
ReliabilityFirst determined that URE did not ensure that only those ports and services required for 
normal and emergency operations were enabled.  Specifically, URE lacked documentation identifying 
the ports and services required for normal and emergency operations for three Net Controllers 
managed by UR9Ωǎ information technology services organization (ITS), two operator interface server 
systems managed by UREΩǎ generation unit, and 18 paperless chart recorders within the generation 
unit.   
 
ReliabilityFirst determined that this violation posed a serious or substantial risk to the reliability of the 
BPS.  Without proper documentation on ports and services, URE could not confirm whether it enabled 
only ports and services required for normal and emergency operations.  Thus, URE could have had 
ports and services enabled that were not required for normal or emergency operation, which would 
have created vulnerabilities that expose the systems to a higher risk of compromise by potentially 
allowing more channels for undetected access into UR9Ωǎ ŎǊƛǘƛŎŀƭ ǎȅǎǘŜƳǎΦ  Given this risk, and the fact 
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that the violation would have continued except for preparation of evidence for the Compliance Audit, 
the risk to the BPS was serious and substantial. 

ReliabilityFirst determined the duration of the violation to be from the date the Standard became 
mandatory and enforceable, through when URE completed its Mitigation Plan. 

URE submitted its Mitigation Plan designated RFCMIT011100-1 to address the referenced violations.    
¦w9Ωǎ aƛǘƛƎŀǘƛƻƴ tƭŀƴ ǊŜǉǳƛǊŜŘ URE to: 

1. complete a baseline of ports and services for the operator interface server assets and Net 
Controllers and remove the paperless chart recorders from the ESP; and   

2. revise the Technical Feasiblibility Exception (TFE) process to clarify expectations and allow 
subject matter experts to access existing TFEs. 

 
URE certified that it had completed its Mitigation Plan, and ReliabilityFirst verified that URE had 
completed all mitigation activities.  
 
RFC2014013626, RFC2014014262 and RFC20141014114 CIP-007 R3, R3.1, R3.2 - OVERVIEW   
 

RFC2014013626 
ReliabilityFirst determined that URE did not assess patches for its routers and switches, of which there 
are approximately 50, within its ESP because URE did not interpret CIP-007-1 R3 to require 
assessments of firmware upgrades, which require the entire upgrade of the operating environment 
rather than the application of a single software patch targeted to solve a vulnerability.  URE indicated 
that it conducted periodic, undocumented reviews of firmware releases. 
 
ReliabilityFirst determined that this violation posed a serious or substantial risk to the reliability of the 
BPS.   

ReliabilityFirst determined the duration of the violation to be from the date the Standard became 
mandatory and enforceable, through when URE completed its Mitigation Plan. 

URE submitted its Mitigation Plan designated RFCMIT011578-1 to address the referenced violations.    
¦w9Ωǎ aƛǘƛƎŀǘƛƻƴ tƭŀƴ ǊŜǉǳƛǊŜŘ URE to: 

1. assess all networking devices for patch applicability;  

2. perform industry survey to understand how other utilities manage security patching for these 
devices;  


